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ABSTRACT 

 
ARTICLE INFO 

Now days, net or social websites is normally used inside the international and every 

other use identity one of the maximum efficient and powerful ways to speak and 

sharing the information the usage of the social networking websites like twitter, 

facebook, and many others. With more than one people are related to the net social 

networking sites and that’s why the popularity of on line social network websites is 

greater in the global, additionally more people are concerning about their personal 

privateness and coverage. It has become an critical problem OSN. On this proposed 

machine we will study how the current privacy plays on social community websites, 

we also examine how non-public data is being attacked with the aid of internet and 

social network. We also recognized how the privateness turns into a danger issue and 

how to appoint protection awareness to keep away from privacy danger. We keep 

away from these kind of problems the usage of the encryption approach to the 

uploaded non-public snap shots. 
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I. INTRODUCTION 

 The available online social networks sites are do not 

provide privacy and security to users. Their used centralized 

system structure and techniques employed for online 

information sharing has left wide holes for online attack, 

fraud, threatening users’ lives. Therefore, we produced to 

ensure and enhance privacy structure and security 

architecture is needed that incorporates privacy principles 

and provides secure mechanisms for information sharing, 

communication, uploading to its users. 

 

Online/Internet peoples use social networking website to 

sharing and communicate with attached with connected to 

OS friends; share anything like, files, photos, and videos, etc. 

It’s very risky and vital for all internet pc users to be don’t 

understand something about computer safety and 

privateness and to recognize what steps to take to guard 

against assaults. Social networking problems have risen 

extra among related users. As range of social networks is 

every day developing makes use of, the default settings 

customers are percentage the whole lot on online socials 

websites. 

 

 

 

What's vital in that case users have to set their privacy 

setting alternatives to make their money owed extra 

personal? On the identical time safety assaults stay a prime 

concern of all customers. We observe the way to preserve 

computers and social networking greater comfy and greater 

personal are the challenges which have been subject for 

every customers. Not simplest due to the wide variety of 

assaults however additionally because of the problems faced 

in defending towards those attacks and threats. 

 

Online networks offer to the customers sizable benefits each 

to the individuals private use and in commercial enterprise 

sectors. many users provide information about themselves 

on social network which may be searched and hacked by 

means of the strangers. As a result, it increases privateness 

and protection problems. So lamentably many users are not 

aware about this all troubles and threads. 
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II. SYSTEM OVERVIEW 

 

 
Fig 1. System architecture 

 

In this proposed system we secure request-response 

Application Architecture implemented. Proposed 

architecture developed for the secure data sharing to the 

connected on OSN websites. This structure permits a user to 

simply accept or reject using the privacy policy putting the 

request of gaining access to records from his profile. The 

person cans additionally authority to simply accept and 

reject the request of pal as well as the visitors. The second 

one functionality we implemented of this proposed structure 

is that person can have two extraordinary database used to 

get entry to with distinctive records supplied to the users. 

The consumer might also pick out information from 

anybody of the two databases to response a particular 

request. This gadget architecture improves the degree of 

customization of the profile of a consumer using the 

blockading method. In line with this system architecture the 

visitors and pals request for any data to the utility server 

between the traveler and the person. The software requests 

to the person for the reaction then the consumer can 

response from any person of the databases consistent with 

his agree with on the person that has requested for the 

information. 

 

III. SOFTWARE REQUIREMENT 

SPECIFICATION 

 

We have created system in java programing. Data is stored 

in mysql database. We have created a web application with 

local server. Web application that communicates with local 

server and Trustee Server using REST API. We have 

uploaded image on cloud, add profile, post comment, apply 

security, privacy on online social network.  

 

IV. SYSTEM ANALYSIS 

 

Security risks  

In this security danger OSN sites growing uses so risk factor 

additionally increases. We have a look at some of the 

security dangers are identity robbery, phishing, and so forth. 

humans use OSN to provide their personal data on SNSs 

like fb, twitter etc. this facts is saved in SNS and in loss of 

right security techniques carried out in SNSs, it is not 

comfortable to the customers. 

 

Phishing  

Phishing attack is the manifest broadly in SNS began in 

2007[3]. The usage of phishing is to harm economically that 

is the phishers try to retrieve the profile statistics to 

recognize approximately the banking or the financial 

statistics of the users. Once person login phish internet site 

then attacker get all statistics from the users. 

 

Identity Theft  

Attackers assault through the online social utility wherein 

they asking permission for accessing the information 

supplied within the profile of SNS. While a person offers 

permission to achieve this, they get all of the statistics and 

might misuse that without difficulty without the person 

know-how or permissions. 

 

Profiling Risk  

Profiling threat is the risk related to profile cloning. the 

attackers retrieve the personal information of the users and 

make a clone of the profile [2]. They accomplish that to 

make their social photo bad or for different purposes like 

understanding approximately buddies of sufferers. This is 

the maximum famous security hazard associated with the 

SNSs due to the fact it's far very clean to do without the 

permission of the person.There is almost no safety for 

profile cloning in SNSs.  

 

V. IMPLEMENTATION OUTPUT   

 

 
Fig 2. Home Page 

 

 
Fig 3.Upload Image 
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Fig 4.Search Image 

 

 
Fig 5.Search Successfully 

 

VI. RESULT 

 

We propose a sensitive policy; privacy based approach for 

the content sharing networks model. 

 For minimizing the loss of the uploaded images 

from unauthorized user . 

 For minimizing the disclosure risk. 

 To maintain the diversity among the uploaded 

images. 

 Minimized security risks on images on sharing 

sites. 

 

VII. CONCLUSION 

 

This paper we brought a brand new generation and social 

network have made interaction and communique plenty 

simpler than early decade. In this paper, we've in short have 

a look at throughout privacy policy on social network. As 

many web sites and social networks, people are greater 

difficulty on how lots privateness do they nevertheless have. 

We've also highlighted current state of affairs on the use of 

social community, as well as what are the threats and 

troubles which could have an effect on the customers on 

social community. 
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